Commission staff are increasingly called upon to communicate with the general public and stakeholders via a wide variety of channels. One recent development is that social media such as Twitter, Facebook or professional networks like Linked'in and Yammer are growing more popular for people-to-people communication. In fact, social media are becoming one of the busiest media platforms where citizens are spending more and more time. Based on user participation and usergenerated content, social media provide a means of gathering and sharing information, knowledge and opinions in an easy, conversational manner.
 Loyalty to the Institution -which means presenting the Commission's views within your field to the best of your ability and clearly in line with the views previously expressed by the Commission and the Commissioner responsible (Staff Regulations, Articles 11 and 17a).
 Discretion -which essentially means non-divulgence of any information that has not yet beenmade public (Staff Regulations, Article 17).
 Circumspection -which means exercising caution, carefulness, moderation and a due sense of proportion and propriety.
How to act responsibly
Putting something on the internet is not a gratuitous act. Even if you write in your personal capacity, you remain and will be perceived as a Commission official. You should therefore refrain from any act or behaviour which might reflect adversely upon your position and the Commission (Staff Regulations, Article 12). Obviously, you are entitled to freedom of expression, but there are limits, which you can look up in Article 17a(2) of the Staff Regulations. In particular, when activities on the Internet amount to actual publications on EU-related matters, prior authorisation is required.
For further information, see: http://www.cc.cec/statut/_en/tit12.htm http://myintracomm.ec.europa.eu/hr_admin/en/ethics/obligations/Pages/freedom_expression.asp http://myintracomm.ec.europa.eu/hr_admin/en/idoc/Pages/index.aspx
You should be aware that the Commission will take action against breaches of these principles.
Golden rules
As mentioned in the introduction, staff members who are not part of the group of mandated staff must bear in mind that they do not represent the official position of the European Commission.
You should participate using your own name or under a chosen alias, as the profiles referring to the European Commission are reserved for mandated staff. Here are some golden rules on participation in any social network:
 Remember that you are speaking in your personal capacity: all your statements and opinionsare personal and you should not give the impression that you are speaking on behalf of theCommission.
 Don't forget that you are responsible for what you write: Remember that your words will stay online. Exercise good judgement and common sense whenever you write. Even when you write in your personal capacity, you are still a Commission official. 
